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	LEGAL GUIDE

	EMPLOYEE USE OF EMAIL AND THE INTERNET


	What are the implications to employers?


The increased use of email and access to the internet by employees in the course of their work has a number of implications to employers, including;

· Drain on productivity

Providing access to the internet may tempt employees to “surf” the net when they should be working.  Such activities may lead to a downturn in the level of the employee’s personal performance, while the dissemination of personal emails and attachments may reduce the overall efficiency of the employer’s network. 

· Unauthorised access

The availability of access to internal networks means that disgruntled employees in particular pose a potential security risk.  An employer, who summarily dismisses an employee in relation to unauthorised access, may have difficulty in demonstrating that its actions were reasonable, unless it can point to clear instructions given to employees as to what information may or may not be accessed.  

· Downloading pornography

Employers risk discrimination complaints if they permit employees to create a working environment that some employees find uncomfortable by downloading and circulating pornographic material.  Where such material is attached to emails and is sent directly to other employees, this may also form the basis for a discrimination complaint for which the employer could be vicariously liable.

· Defamation

Employers may be vicariously liable, for any damage caused to the reputation of an individual, if an employee is the author of a libellous message sent by e-mail or posted on the internet.  Alternatively, the employer may be directly liable as a publisher or disseminator of the offending statement.
· Copyright infringement

Employees who are permitted unlimited access to download software and other materials from the internet may do so in breach of copyright and may in addition introduce viruses which could wreak havoc to the employers’ computer systems.

· Inadvertent formation of contracts

Employees may, in certain circumstances, through the use of email communication, inadvertently form or vary a contract to which an employer then becomes bound.  

· Confidential information

Employees may accidentally disclose confidential information in emails to outsiders.  Similarly disgruntled or departing employees may deliberately forward sensitive information to competitors and future employers, or download information on to disks or to his or her own computer.

Minimising the risks

To keep internet/email usage under control, employers should put in place clear guidance (an “acceptable use” policy) as to when these facilities may and may not be used and the consequences of breach.  Penalties for breach of the policy including security violations and vandalism of the system should also be spelt out.  The policy should also be incorporated into the staff handbook or other written agreement and all contracts of employment need to be made subject to its terms.  

Employers who have in place an acceptable use policy which states, for example that the downloading and/or circulation of pornography constitutes gross misconduct may find the policy assists in establishing in response to accusations of unfair dismissal, that it acted reasonably in summarily dismissing an employee for such conduct.  

Similarly, an employer faced with liability for the publication of a defamatory statement contained in an email sent by an employee, is more likely to establish the defence of “innocent dissemination” (Defamation Act 1996, section 1) if it can show it had in place thorough procedures for the auditing of unlawful activities by its employees.

Intercepting Communications

In view of the risks outlined above, an employer is likely to wish to monitor employees’ communications and access to the internet.  However, the extent to which it is appropriate to monitor employees’ activities, must be balanced against an employee’s right to privacy in the workplace.  The law in this area is very much in its infancy.  In particular, the legal position of employers monitoring employees is affected by a number of recent developments;

· The Human Rights Act 1988 came into force on 2 October 2000, it incorporates the bulk of the provisions of the European Convention on Human Rights into English law.  The interception by employers of communications made by employees from the work place will invariably involve an interference with the right to privacy of communication under Article 8 of the Convention.   

· The Regulation of Investigatory Powers Act 2000 (the “Act”) came into effect on 24 October 2000.   The Act regulates the monitoring of telecommunication systems in private organisations and makes it unlawful for an employer or any other individual to intercept communications made by e-mail, telephone call, use of the internet etc without the implied or express consent of both the sender and the recipient.

· The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 SI 2000/2699 (the “Regulations”) made under the Act, provide for the circumstances in which employers and other businesses may intercept or monitor communications without the consent of staff or the parties to the communication.  Before employers intercept employees’ communications for one of the permitted purposes set out in the Regulations, they must inform their employees that communications may be intercepted.  

· The Data Protection Act 1998 regulates the processing of personal data.  Data gathered during surveillance and monitoring may constitute personal data for these purposes and therefore the eight data protection principles will be applicable in the processing of the data.  The Data Protection Commissioner has also issued a draft Code of Practice which establishes standards that employers must meet in order to comply with the Data Protection Act 1998.  The Code suggests that businesses should take care as to when they monitor and to what purpose they put the information discovered as a result of the monitoring and recording. 

Conclusion

In order to ensure the appropriate balance is struck between its need to know about matters relating to its business and its employees’ right to personal privacy, an employer should consider reviewing or introducing policies governing the use of its communications systems and its monitoring.  Steps should also be taken to ensure that employees are aware of the policy and the penalties for abuse.  Above all, an employer should be clear as to the aim of the monitoring, and that monitoring is proportionate to its aim.

Sample email/internet policy
The Company’s email facility is intended to provide effective communication within the Company, and externally with clients on business matters.  It should therefore be used for business purposes.  When sending internal or external emails, please ensure that you comply with the following practices.

Professional Care

Communicating by email is no different from other methods of communication in terms of your [professional] responsibility to exercise [professional] skill and care, all employees should therefore consider, first if email is the appropriate means of communication.  Bear in mind:-

(i) email via the internet (used by the Company) is open to eavesdropping; - either official (e.g. police, revenue, security services); - or unofficial (hackers, private investigators)

(ii) email is open at the receiving organisation and can be read by persons other than your intended recipient

(iii) there is a risk that email is corrupted in transmission or misdirected to the wrong person

(iv) even if you address your email correctly there is a risk that it will not be received at all, let alone read

(v) email is not received until the recipient opens his or her email box and you have no certainty if or when this is done

(vi) delays in transmission – emails can take hours to be transmitted

(vii) incompatibility problems between word processing/email systems used at each end

(viii) the risk of virus infection particularly when you open an email with an attachment or retransmit an attachment from a source outside the Company

(ix) it is easy to “spoof” or forge an email – your email could be misused by someone else

(x) there is a risk that email communication is a waiver of confidentiality or legal privilege.

Guidelines

1. When first meeting with or telephoning clients/customers all employees must at the outset of a matter, inquire if the client/customer has any particular requirements concerning the manner of communication, particularly private or sensitive communications.  

2. Do not assume that email is appropriate.  Take instructions on its use.  If the client/customer has any particular requirements, record those instructions on the relevant file and make sure anyone else who will be working on the matter is aware of them.

3. Double check the content of your message before you send it.  If you write or dictate it for someone else to compose and send the email check the message before transmission.

4. Avoid use of email for communications where some assurance of receipt is required.

5. Do not forget to mark your email if appropriate as; private and confidential/subject to contract/without prejudice/subject to privilege etc.

6. If attaching a document with your email make sure that the correct one is attached and that it is accurately identified in the email message.

7. Except for obvious inconsequential emails, ensure a paper record of the email is retained on file.

8. The more secure means of communication is a letter in an envelope marked private and confidential/to be opened by addressee only.  Always consider, in the light of your confidentiality obligations, if this means is preferable to an email.

Guidelines on Composing an Email

1. All emails start with a header section identifying sender, date and time of sending, intended recipient and subject.  It is important that the recipient and subject fields are accurately entered.  In the text field there will automatically appear standard text which identifies the Company, its address etc. and contains notes about confidentiality and risk of virus infection.  This text must not be deleted from an external email.  

2.
For internal emails you may delete the standard text.

Misuse of email

1. All employees should avoid;

(i) defamatory/derogatory statements

(ii) obscene/racial/sexual/offensive remarks

(iii) infringing other people’s confidentiality or intellectual property rights

(iv) frivolous or trivial messages.

2. Use should be limited to the Company’s business only.  Employees should not use the Company’s email facilities for personal matters unless it is very urgent and you have no other means of communication.

3. Do not encourage others to send you attachments with emails unless you are confident that their system has up to date anti-virus programs.  If in doubt you should check first with their IT manager.

4. Composing an email takes time.  For internal communication the telephone and voice mail is likely to be more efficient.

5. Except where you have been expressly authorised, you are not allowed to access or use the email facility of someone else within the Company.

6. Misuse of email will be treated as a disciplinary matter by the Company.

Monitoring and open access 

1. All email traffic can and will be monitored by the Company.   Your email traffic will be open to reading access by your head of department and the IT manager.

2. You are not allowed to secure your email by a secret password unless your password has been given to the Company’s IT manager and your immediate superior.

For further information please contact: 
Tom Mackay or Jennifer Carter Shaw

Mackay Carter Shaw LLP, Solicitors

www.mackaycartershaw.com 
Tel:
0207 193 1009 or 1016

Email: tom@mackaycartershaw.com or jennifer@mackaycartershaw.com 

This note is only a general review of the subjects covered and does not constitute legal advice which will vary depending on the circumstances of each case.  No legal or business decision should be based on the contents of this note.
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